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Abstract—The growing impact of weather-related power out-
ages on economy and society in the last decades underlines the
rising need for power system resilience. Power system resilience
can be boosted through adoption of probabilistic approaches and
preventive actions building on smart grid capabilities. Decisions on
the best-performing preventive action, however, are nontrivial and
must consider the expected impact of an upcoming event, weather
forecasts, fault probabilities, and their corresponding uncertain-
ties. This article presents a three-stage decision-making method-
ology that is based on assessing weighted preevent and postevent
performance loss and considers spatial uncertainty of fault proba-
bilities, modeled by probability distributions. The methodology is
demonstrated using preventive actions, such as additional network
constraints and islanding, aiming to mitigate cascading failures in
transmission networks. Their performance loss is compared to the
traditional V-1 criterion. Simultaneous faults of up to threelines are
considered as initiating cause in the IEEE 30-bus network and the
489-bus German transmission network to verify potential and scal-
ability of the methodology. Results show that the decision-making
methodology effectively identifies the best-performing action to
reduce the risk of cascading failures for any level of uncertainty.

Index Terms—Power system faults, power system modeling,
power system reliability, power systems, resilience, risk analysis,
transmission lines.

I. INTRODUCTION

HE number of weather-related power outages has sig-
T nificantly increased during the last decades. Cascading
failures belong to the main mechanisms behind large outages [1]
and can, once triggered, affect vast areas and huge numbers of
people [2], [3]. Consequently, the impact of power outages on
economy and society has drawn attention to a rising need for
power system resilience [4]. Traditional deterministic reliability
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criteria, such as N-1 or N-k, are becoming less effective to
deal with the increasing stresses and shocks on power net-
works [5]. They would also require excessive and expensive
safety margins to provide satisfying levels of resilience to ex-
treme weather events, that are likely to damage several compo-
nents simultaneously [6], [7]. Instead, probabilistic approaches
gain increasing interest by the research community and network
operators [8]-[10].

The shift toward probabilistic approaches requires address-
ing the presence of uncertainty. Sources of uncertainty include
weather predictions, load forecast errors, monitoring errors, and
physical system parameter estimation [11]. In [12], techniques
for modeling uncertainty in power networks are reviewed, such
as expressing uncertainty by using probability density functions.
Network operators must consider these uncertainties when mak-
ing decisions, both in long-term planning and short-term opera-
tion [13]. Examples include the risk-based security assessment
of power systems that are exposed to threats such as natural
hazards and malicious attacks [8], market prices [14], [15], and
load and renewable generation forecasting [16], [17].

The range of potential operational measures increasing power
network resilience that are reported in the literature is exten-
sive [18], and includes, among others, preventive islanding [19],
[20], microgrids [21], [22], storage [23], [24], topology re-
configuration [25], [26], and restoration planning [27], [28].
Recently, machine learning methods have gained increasing
attention for fault prediction under extreme conditions and
resilience enhancements [29]-[31]. The decision between dif-
ferent preventive actions requires dedicated metrics capturing
the stochastic nature of power networks and extreme events,
such as [32]. The metrics can then be used for resilience as-
sessment and enhancement, e.g., by solving an optimization
problem [33]-[35] or training of supervised machine learning
algorithms [29], thus providing network operators with an ef-
fective decision strategy. However, results obtained from opti-
mization are often only valid for a specific operating condition
and provide little insights into the generalized, underlying prin-
ciples of how such optimizations improve resilience. Machine
learning requires a large number of training data, which is
often obtained from computationally expensive Monte Carlo-
simulations. Additionally, to the knowledge of the authors the
uncertainty inherent in power systems and weather forecasts
as well as the performance of preventive actions under vary-
ing levels and sources of uncertainty has not been adequately
considered yet.
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This article presents a risk assessment to weather-related
power outages under spatial uncertainty and proposes a three-
stage decision-making process aiding network operators on
choosing the best-performing preventive action to improve
power grid resilience. Spatial uncertainty results, for instance,
from numerical weather predictions, and can be quantified by
ensemble forecasting [36]. In particular, the key contributions
of this article are as follows:

1) A novel quantification of performance loss considering
weighted preevent and postevent performance loss caused
by preventive actions as well as the uncertainty-based risk
(Stage I).

2) Arisk assessment of transmission line outages depending
on spatial uncertainty in weather-related extreme events,
obtained for individual combinations of line outages,
avoiding Monte Carlo-simulations (Stage II).

3) A practical decision-making process, exemplified by
look-up tables, for network operators to reach
performance-driven decisions on preventive actions
for an event, depending on spatial event uncertainty
(Stage III).

The separation into three stages considers the computational
complexity of the methodology, allowing more complex steps
to be performed offline, and steps that need to consider quickly
evolving and changing conditions online in real-time. The
methodology, which is described in detail in Section II, is
demonstrated in this article through three different preventive
actions that are applied prior to wind storms and can miti-
gate their impact: Enforcing the N-1 criterion only for specific
lines [5], isolating a single area from the main network [19],
and sectionalizing the entire network into self-sustaining is-
lands [20]. The methodology is not limited to these preventive
actions or windstorms, but can be expanded to alternative ac-
tions or event types. All preventive actions considered here are
compared to the traditional N-1 criterion. Results obtained from
deploying the methodology on the IEEE 30-bus test network and
the 489-bus German transmission network in Section III show
how performance loss captures advantages and disadvantages
of preventive actions, quantified via weighted pre-event and
post-event performance loss, and ranks actions according to their
performance for different levels of uncertainty. The proposed
decision-making methodology, exemplified by look-up tables
but expandable to more flexible machine learning algorithms,
effectively identifies the best-performing action to reduce the
risk of power outages caused by cascading failures, hence im-
proving power grid resilience.

II. METHODOLOGY FOR DECISION-MAKING ON PREVENTIVE
ACTIONS UNDER UNCERTAINTY

Fig. 1 shows the steps of the proposed performance-driven
decision-making methodology for preventive actions under spa-
tial uncertainty. As illustrated in the figure, the methodology
can be split into three stages, relating to the timescales on which
each stage can be performed. These timescales depend both on
the computational complexity and the availability of required
information to each stage. The steps necessary to undertake the
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Fig. 1. Decision-making methodology for preventive actions.

methodology are described in detail in the following sections. In
this article, the impact of windstorms on power grid resilience
is analyzed, i.e., the occurrence of wind speeds related to force
10 and above on the Beaufort scale [37], for instance caused by
low-pressure systems, hurricanes, or tornadoes. However, the
methodology can also be applied to other hazards. Such hazards
can lead to transmission line faults, e.g., due to physical damage
or tree contact. This can result in cascading failures of power
system assets, and potentially in the unintentional separation of
the network into islands.

A. Uncertainty Modeling

Uncertainty significantly increases the complexity of
decision-making, as it turns a trivial decision based on certainty
into a nontrivial decision. Uncertainty is a result of imperfect
knowledge about the power network as well as the upcoming
event. Examples are load and weather forecast errors or moni-
toring errors. If a network operator is certain about the impact
of an upcoming event, they can prepare the network for this
specific impact, for instance by deactivating the affected part of
the network or providing a backup strategy. As the uncertainty
increases and a wider range of impacts becomes possible, the
network operator needs to employ actions that effectively deal
with this increased uncertainty whilst being potentially less
cost-efficient. In any case, the decision-making needs to consider
the level of uncertainty involved to provide power grid resilience
under various conditions.

Uncertainty of weather forecasts can be quantified using
ensemble forecasting [36]. Based on the forecast, the network
operator can identify geographic areas in which the event is
predicted to cause damage to the system and the probability for
this to happen.

Decision-making under uncertainty requires a quantification
of uncertainty [12]. In this article, uncertainty is a result of an
increasing number of outcomes that an event can cause in a net-
work, i.e., an increasing number of combinations of transmission
lines that may fault. Mathematically, this uncertainty o describes
the radius of a circle around the location of the predicted event
center ¢, expressed by the following weight function:

fro)=14"

0, otherwise.

if||[r—ro|]| <o

ey

Transmission lines within this circle can be affected by the
event, while transmission lines outside of this circle are assumed
to be safe. o can thus be interpreted as the imperfect knowledge
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Fig. 2. Wind fragility curves [19]. (a) Line fragility curve per 100 km. (b)

Tower fragility curve.

of the predicted location of an event. If the uncertainty is low,
there is only a small number of event outcomes. The network
can then be prepared in a way that works best for this specific
event outcome but which would not be suitable for any other
event outcome. If the uncertainty is high, there is a large number
of event outcomes, and the network needs to be prepared in a
way that works well for a wide range of event outcomes, e.g.,
combinations of transmission line faults.

B. Structural Fault Probability for Wind Storms

The probabilities of possible combinations of event outcomes,
e.g., transmission line faults, need to consider the physical
characteristics, e.g., the length, of the transmission lines. The
structural fault probability of an overhead line is obtained from
fragility curves, that describe its fault probability for a given
environmental parameter, such as wind speed. Fragility curves
can be obtained for various hazards such as windstorms, flood-
ing, wildfires or earthquakes, and hence the methodology is not
limited to a specific hazard. Fragility curves are usually extracted
from outage statistics and make no assumption about the actual
reason for a fault. They thus consider all types of faults that can
be related to the respective hazard, including, but not limited to,
tree contact, line-to-line faults, or conductor break [38]. In this
article, the fragility curves p”(v,,) and p” (v,,) (see Fig. 2) give
the fault probabilities of a line segment and tower, respectively,
for windstorms, depending on the occurring wind speed. It is
assumed that the fault of any tower or line segment in a line
leads to a fault of the entire line. It is further assumed that
structural faults of overhead lines are independent events, i.e.,
overhead lines are separated far enough from each other so
that the structural fault of one line has no immediate effect
on other lines. Note that this only relates to structural faults.
Cascading failures due to successive overloading are handled in
Section II-F.

The total structural fault probability p; s Of a line of length
L; at wind speed v,, is

pstruct(Lla 'Uw) = plL(le vw) + p?(Ll, Uw)
= (L, vw) -l (Lisvw) ()
where plL and plT are the failure probabilities of the entire

line and all towers in the line, respectively. Assuming, without
loss of generality, line segments of length 100 km, pj* can be
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calculated by

L) =1- (1= )™= O

With Ar the distance between two towers, pgym can be calcu-
lated by

Ly

Pl (Li,vp) =1 — (1= p"(vy)) 7 . 4)

C. Event-Specific Fault Probability

Because some lines might only fall partially within the uncer-
tainty radius defined by o, the event-specific fault probability

phevent(o') = pstruct(i/l (U>) (5)

of line [ uses the effective length L; (o) of a transmission line,
i.e., the length of the line that falls within the uncertainty
radius, instead of the physical line length L;. This reduces the
probability of lines that fall only partially within the uncertainty
radius. Given the weight function (1), the effective length can
be calculated using a line integral

fio) = / F(,0)ds. ©)
Yt

Here, 7; : R — R? is a parametrization of the path of the line
with path parameter s. In this study, lines are assumed to form
straight connections between their end buses, which simplifies
calculating the line integral in (6). If detailed information about
the run of the lines is available, the path function can be any
other nonclosed path.

D. Probability of Simultaneous Faults

Based on the event-specific fault probabilities of lines, the
probability of a simultaneous fault of any combination of lines
can be calculated. The survival probability Fy, i.e., the proba-
bility that no line fault occurs, is given by

Py =[]0 —-m) (7)
leA

Thus, the probability of an N-1 contingency of line [ is

Py =D . ®)

Note that an N-1 contingency implies that no fault occurs for
all lines except line [. In general, the probability of an N-k
contingency of a combination of lines A C A is

Prk = o - )

The total probability p,, of an N-k contingency can be obtained
by summing the fault probabilities of all (g) combinations of
lines that make up for this contingency. For example, the total
probability of an N-1 contingency is

P = Zpl,l

leA

(10)
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In general, the total probability of an N-k contingency is

P = Z Dik

(1)

with (ﬁ) the set of all k-combinations of lines.

Y

E. Network Utilization and Preventive Actions

Under normal conditions, a network supplies loads up to
its network utilization U, which is in this context a measure
for the maximum load that can be supplied for a given set of
network constraints. Different units can be used to express U,
e.g., MW or MWh, if the duration of the event is known. To
become independent on the choice of unit and also allow for
comparison between different networks and network loadings, in
the following U is expressed as a percentage of the total network
load, i.e., peak load. A network utilization of 100% means that
all loads are supplied and there is no load shedding. A network
utilization of 0% means that all loads are fully shed. Network
constraints are any limitations on the use of the network and its
components, e.g., the available generation capacity, deactivated
transmission lines or line ratings. The network is generally fully
utilized (U = 100%), if the only network constraints consid-
ered are generation capacity and line ratings. Note that within
this context network utilization makes no assumption on the
availability or status of transmission lines.

Traditionally, security of supply is ensured by applying the
N-1 criterion. This adds further constraints and thus significantly
reduces the network utilization U (see Fig. 3). Lost load P'%
in case of the loss of a single component should be zero,
however, lost load can still be caused by the loss of two or
more lines.

A preventive action is an operational measure that, contrary to
the N-1 criterion, temporarily modifies the network constraints
before an event causes severe degradation to the network. Net-
work constraints include, for instance, temporarily redispatching
loads and generators or reconfiguring the network. These are
achieved by using existing smart grid capabilities and require no
additional investments in bulk electrical power infrastructure. A
preventive action may temporarily reduce the network utilization
U, which can, for instance, be achieved through controllable
demand management (e.g., switching off big industrial or com-
mercial loads).

The decision between the N-1 criterion and various preventive
actions can be based on a performance loss analysis and requires
a tradeoff between the preevent performance loss 1P and
postevent performance loss 1P*%%, where « denotes the action.
The preevent performance loss {/P"** of an action includes the
impact that is incurred by the network constraints it comes with,
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e.g., reductions in network utilization, generator dispatching,
number of switching actions, or any other impact that may come
with applying the action. Through online monitoring, e.g., via
phasor measurement units, ¥)P*“ can in principle be accurately
determined. The postevent performance loss 1P**%“ of an action
includes the risk that is incurred by the event, e.g., any lost load
that would lead to compensations the network operator might be
liable to pay to disconnected customers. The accuracy of )Pt
depends largely on the method used to predict the performance
loss (c.f. Section II-F), but can also be increased through better
knowledge of the preevent system state.

The following presents the actions that are analyzed and
compared in this article:

1) N-1 and I-1 Criterion: The traditional deterministic N-1
criterion requires that any individual fault of one of the N
components (e.g., lines) in the system must not lead to load
curtailments. An N-1 secure dispatch can be obtained from
security-constrained optimal power flow solvers. In order to
meet the N-1 criterion, large safety margins have to be introduced
and the network utilization is generally reduced. Hence, the
preevent performance loss ¥P™“ is large, but for individual
faults the postevent performance loss ¢P*t¢ is zero.

The N-1 criterion is deterministic as it treats every component
the same, independent of its actual fault probability. It becomes
probabilistic, if it is only applied to specific lines. In this article,
an 1-1 criterion is demonstrated and evaluated, which means that
load curtailments are only prevented in case of the loss of a single
line. This relaxation of constraints can lead to a reduction of the
preevent performance loss ¢/P"*“, but the postevent performance
loss 1P may be increased if lines other than the specified line
are affected.

2) Isolating and Islanding: Faults can be contained within a
part of the network if this part is isolated from the remaining net-
work in an island. Islanding the network is an intentional action
by the network operator, and the network operator can decide
on the number of islands to be created and their extent. Such
an intentional islanding scheme to prevent cascading failures
caused by extreme weather is proposed in [19]. With increasing
number of islands, the impact of cascading failures generally
decreases, as it is shown in [20], even when the N-1 criterion
is not maintained in the individual islands. Network utilization
generally decreases with increasing number of islands, as some
islands might not have sufficient generation capacity to supply
all their loads. This means an increasing preevent performance
loss ¥P™< for increasing number of islands, but a decreasing
postevent performance loss P*-®, However, since the N-1
criterion does not necessarily have to be applied, the preevent
performance loss 1P for islanding can still be less than for
the N-1 criterion.

Different methods exist in the literature to obtain the parts
of the network to be included in the island while optimizing
the network utilization. One of them is spectral clustering,
which is widely used in the literature for islanding power net-
works [39]-[41]. Spectral clustering can either be used to isolate
areas from the remaining network, or to sectionalize the entire
network into approximately equal-sized islands. Both options
are demonstrated and evaluated in this article.
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F. Estimation of Lost Load

The unintentional, unplanned loss of a component of the
network, such as a line, generator, substation, or load, due to
an event can trigger subsequent tripping of other components,
which were not initially affected by the event (cascading fail-
ure). This can cause further overloading of other lines, lead to
instabilities and eventually entirely disconnected areas.

Various cascading failure models are described in the liter-
ature [42]. In this study, the static dc-based model described
in [20] is used, which incorporates two main failure modes as
follows.

1) If the power flow in a line exceeds the line’s rating, the

line is tripped.

2) Ifthis hasled to disintegration of the network into islanded
areas, an island trips if there is a imbalance between
generation and demand larger than a tolerance factor 4.
This simulates the limited ability of generators and loads
to adjust their power output and input, respectively, within
a very short time. The impact of J is studied in [20].

The power flow within the network is repeatedly calculated
and tested for these two failure modes, until the power flow
satisfies all constraints and the cascading failure is said to have
come to a halt. The cascading failure model then returns the lost
load P}*! caused by a set of faulted lines A as a percentage of
network utilization.

Estimating the lost load caused by a fault of every line is
the computationally expensive part of this methodology. Par-
ticularly, if larger numbers of simultaneous faults should be
considered, it may be not feasible to calculate the lost load for
every possible combination. However, estimation of lost load for
each combination depends solely on network topology, network
constraints as required by the application of preventive actions,
generator dispatch, and demand, which is available from load
forecasting. The calculations can thus be performed offline, well
ahead of an event (Stage I in Fig. 1). Once more information
about the event is available, for example from weather fore-
casts, subsequent risk and performance loss assessment can be
performed on a much shorter timescale (Stages II and III).

G. Risk and Performance Loss Assessment, Look-Up Tables

As discussed in Section II-E, the decision on preventive ac-
tions requires a tradeoff between pre- and postevent performance
loss. The proposed performance loss assessment requires identi-
fication of the action «v that leads to a minimum total performance
loss

Wl = wpre’@[]pmﬂ + wpostwp“t’a (12)

where wpe and wpoy are weighting factors, which reflect the
different influence that the pre- and postevent performance loss
may have on decision making. For instance, in a scenario, where
the value of lost load significantly exceeds the cost for preevent
demand management, a network operator might decide to weight
the postevent performance loss with a larger factor. This will
drive the network operator to the action that has the highest
positive influence on postevent performance loss. The unit and
range of the weighting factors are not restricted and could, for
instance, be expressed as a monetary value (e.g., value of lost
load in $/MWh, 1P and 1)P**““ given in MWh). In this case,
1™ would represent a financial loss.

In this article, )" is determined by the reduction in network
utilization 1 — U, and ¢P**"* is determined by the risk R} of an
N-E contingency

Ri0) == 3 puslo) - B
Py,
rc()

where PiOSt’O‘ is given as a percentage of network utilization.
Note that the division by P, normalizes the fault probabilities
and conditions that an N-k contingency occurs. By doing so, the
risk of each contingency size can be assessed independent of the
event properties, i.e., the wind speed and storm radius. Equation
(13) corresponds to a risk analysis based on the multiplication
of the probability p, (o) of a line fault with the impact of
this line fault, expressed by the lost load P,*"* it causes. If
PiOSt’a is expressed as a percentage of the network utilization,
Rj} becomes unit-less. The sum over A considers all possible
combinations of N-k contingencies.
These considerations lead to the performance loss

13)

Vil (0) = Wpre(1 = UY) + wpos Ry () U (14)

& is multiplied with U because it was previously defined
as aratio of the network utilization. The relation of performance
loss to network utilization and risk is visualized for different
exemplary values of wpyre and wpog in Fig. 4. A performance loss
of zero can only be reached if both the network utilization is
100% and the risk is 0%. If wpe is larger than wpe, a decrease
in network utilization leads to a larger performance loss than
the same increase in risk. If wpog is larger than wpy., an increase
in risk leads to a larger performance loss then same decrease in
network utilization. Note that the chosen weights in Fig. 4 are
for demonstration purposes only, and their unit and range is not
restricted by the methodology. In practice, wpyre and wpose would
most likely be predetermined costs representing, for instance,
demand response tariffs and the value of lost load, respectively.
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H. Decision-Making via Look-Up Tables or
Machine Learning

Comparing the performance loss of different preventive ac-
tions can efficiently aid network operators to identify the best-
performing preventive action, i.e., the preventive action with the
lowest performance loss, depending on the spatial uncertainty o
and the weighting factors wyre and wpo. Particularly look-up ta-
bles, that define uncertainty ranges and assign a best-performing
preventive action to each uncertainty range, are a simple yet
powerful way for real-time decision making. Examples for such
look-up tables are provided in Section III.

Alternatively to look-up tables, the performance loss can
be used in a formal optimisation framework, or to train ma-
chine learning algorithms, e.g., decision trees, support vector
machines, neural networks or another classifier returning the
best-performing action for a set of predictors, such as uncertainty
and other event parameters. To do so, training data must be
obtained from simulations for a range of different preventive
actions and event uncertainties. Note that the previous impact
assessment in Section II-F (Stage I in Fig. 1) does not have to
be repeated for different events, because it already captures all
possible combinations of line faults. However, it would have to
be repeated for different preventive actions, i.e., if a different area
is to be isolated. After obtaining the training data and training
the machine learning algorithm (Stage II), the algorithm can be
used for real-time decision making without the need for further
simulations (Stage III).

1. Exemplary Implementation

To summarize the key steps of the proposed uncertainty-based
decision-making methodology (see Sections II-A and II-H), an
exemplary implementation of the methodology following Fig. 1
is provided in Algorithm 1.

III. SIMULATION RESULTS

The methodology presented above is demonstrated on two
different networks, the IEEE 30-bus test network (see Sec-
tion III-A) and a 489-bus model of the German transmission
network (see Section III-B). For each network, first the impact
of line outages is evaluated, and then a risk and performance loss
analysis for the preventive actions introduced in Section II-E is
undertaken.

A. IEEE 30-Bus Test Network

The methodology is first demonstrated on a modified ver-
sion of the IEEE 30-bus test network (see Fig. 5) to simulate
stressed network conditions. The coordinates and distances of
buses are arbitrarily assigned. Loads and generators are assigned
randomly to the buses of the network, so that every bus has a
load connected, and 50% of the buses have a generator connected
(c.f. Table III). Line ratings are set to 150% of the initial power
flow. The following analysis would be equivalent for other bus
coordinates, ratios of generating buses or line ratings.

1) Lost Load: The color coding of each line A in Fig. 5
indicates the lost load P}° caused in the network when this line
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Algorithm 1 Uncertainty-based decision-making

Input: Contingency size k, pre- and post-event weights
Wpre» Wpost» Set of actions A, set of uncertainties S
Output: Look-up table with best-performing action a for
every o
1:  Determine all k-combinations of lines

> Network utilization and lost load (Stage I):

2: for all actions a € A do

3: Calculate network utilization U“

4. for all k-combinations of lines A do

5: Calculate lost load P

6: end for

7:  end for

8: for all uncertainties o € S do

> Event-specific fault probabilities (Stage I1):

9: for all k-combinations of lines A do
10: Calculate p; (o) (9)
11: end for
12: Calculate p;, (o) (11)
13: for all actions € A do

> Risk assessment:
14: Calculate RY (o) (13)
> Performance loss assessment:
15: Calculate 7 (o) (14)
16: end for
17: Identify best-performing action
a(o) = argmin, Y§ (o)

18: end for

> Constructing look-up table:
19:  Return mapping o — a(o)
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Fig. 5. Lost load Pi"“ caused by single line faults in the IEEE 30-bus test

network, indicated by the color coding. The red shaded area indicates an event
centered at line 25-27.

is lost. Losing line 25-27, for example, leads to overloading
of the alternative lines in the ring connecting buses 25 and 27,
which subsequently causes serious disintegration of the network
and leads eventually to a lost load of 62%.

The lost load caused by a simultaneous fault of two lines
can be taken from the color coding of each combination of
lines in Fig. 6. Any combination of lines, whose individual
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Fig. 6. Lost load PA1°St caused by simultaneous fault of two lines in the IEEE
30-bus test network, indicated by the color coding.
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Fig.7.  Structural fault probability of an overhead line for different wind speeds

depending on line length.

fault is already critical, has a large impact, but there are also
certain combinations, which lead to a much larger impact than
the combined individual fault would have. This indicates that
certain combinations of line faults worsen the propagation of
fault cascades in the network. Examples of those combina-
tions, which have a large combined impact, are 4-6 and 9-11
(P = 96.8%), 2—4 and 12-13 (P = 70.5%), and 18-19
and 25-27 (P'' = 78.8%).

In a similar way, the lost load for a simultaneous fault of any
number of lines can be determined.

2) Fault Probabilities: The dependency of structural fault
probability of an overhead line on wind speed and line length is
illustrated in Fig. 7 for a tower spacing of At = 300 m.

For this analysis, a windstorm centered at line 25-27 is chosen
(highlighted in Fig. 5), as this is the worst case. The analysis
would be equivalent for any other event center. Based on this
event center, the probabilities of different contingencies can be
calculated using (11), assuming, without loss of generality, a
circular storm with constant wind speed over the entire area
affected. For low wind speeds and small storm radii, the occur-
rence of no contingency at all is most probable (see Fig. 8). With
increasing wind speed and storm radius, first N-1 contingencies
become most likely, followed by N-2 and N-3 contingencies.

IEEE SYSTEMS JOURNAL, VOL. 16, NO. 2, JUNE 2022
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Fig. 8.  Dominating contingency in the IEEE 30-bus test network depending

on wind speed and storm radius.
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Fig. 9. Effect of uncertainty on number of fault combinations.
TABLE I
NETWORK UTILIZATION OF THE IEEE 30-BUS TEST NETWORK
Action | N-1 1-1 Isolating vulnerable area | Islanding
U (%) | 262 | 90.8 99.1 94.5

3) Uncertainty: With increasing uncertainty, both the num-
ber of lines that can be affected by the event and the affected
line kilometers, i.e., the total length of lines within the event
area, increase (see Fig. 9(a) and (b)). Hence, also the number
of combinations (g) in (11) increases for larger uncertainties.
As some lines may only be partially affected by an event, and
the structural fault probabilities of overhead lines depend in this
study only on the line length for a fixed wind speed, the affected
line kilometers provide a more accurate view on the effect of
increasing uncertainty.

4) Preventive Actions: The following three preventive ac-
tions are considered in this study and compared to the traditional
N-1 criterion: the 1-1 criterion applied to line 25-27; isolating
a single area around buses 25 and 27; and sectionalizing the
network into four islands. The optimum number of islands
depends on various factors, including the amount of generation
and the desired level of resilience, as discussed in Section II-E.
Previous work on this network suggests separation into four
islands [20], leaving no isolated or disconnected buses, but other
numbers of islands could have been chosen as well. Preventive
actions increase the network utilization significantly compared
to the traditional N-1 criterion (see Table I).

Fig. 10 shows the network topology after each preventive
action. The color coding of each line indicates the lost load
caused by its individual fault. The 1-1 criterion eliminates any
impact of a loss of line 25-27, but the impact of a loss of other
lines, such as 4-12 and 5-7, increases significantly. Isolating a
single area not only significantly reduces the impact of the lines
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Fig. 10. Lost load P' caused by single line faults in the IEEE 30-bus test
network for different preventive actions. (a) 1-1 criterion for line 25-27. (b)
Isolated single area around bus 25. (c) Sectionalized into four islands.

within the area, but the measure is also extremely efficient in
terms of network utilization (see Table I). Islanding reduces the
lost load for every single line fault.

For the same preventive actions, the lost load caused by the
simultaneous fault of any combinations of two lines can be
calculated (see Fig. 11). Buses belonging to the same island
can be observed as clustering in Fig. 11(b) and (c).

5) Performance Loss Assessment: Having determined fault
probabilities and lost load for all preventive actions, the per-
formance loss of each action can be calculated with (14) for
every contingency size. For the calculation of fault probabilities,
wind speed is now assumed to be 30 m/s, but this has only a
very small impact on the risk of a given contingency because of
the normalization of fault probabilities in (13). This may seem
counterintuitive, however, it should be kept in mind that while
wind speed has a large effect on contingency size, it affects
structural fault probabilities of all affected lines in a very similar
way. The analysis is undertaken for different values for wp. and
Wpost (see Fig. 12). In case of an N-1 contingency, a preventive
action can be found that leads to a lower performance loss
than the N-1 criterion for every uncertainty o in the considered
range. As it can be expected, the performance loss of the N-1
criterion is independent of o. Varying wpe and wpes causes
a narrowing or extending of the uncertainty ranges in which
preventive actions lead to the lowest performance loss. If wpy is
larger than wyg, preventive actions that have a lower preevent
performance loss are favored over a wider uncertainty range, in
this case isolating a single area which has the highest network
utilization (see Table I). The values of 1 for the N-1 criterion
exceed 1 in this case and are not shown in the figure. If wpos 15
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Fig. 11. Lost load P' caused by the simultaneous fault of two lines in the
IEEE 30-bus test network for different preventive actions. (a) 1-1 criterion to
line 25-27. (b) Isolated single area around bus 25. (c) Sectionalized into four
islands.

larger than wp., preventive actions that have a lower postevent
performance loss are favored over a wider uncertainty range,
in this case the 1-1 criterion or islanding (see Fig. 10). For the
given fault probability distribution, the assessment can lead to a
look-up table as visualized in Fig. 13, which can be used by the
network operator to select the best-performing preventive action
under different levels of spatial uncertainty.

Similarly, the performance loss of preventive actions in case of
N-2 and N-3 contingencies can be assessed. Because the event
center remains unchanged, the set of preventive actions is the
same as for the N-1 case. The results for N-2 and N-3 contin-
gencies reveal two trends: First, assuming larger contingency
sizes increases the performance loss independent of the chosen
action (see Fig. 12). Second, the range in which isolating a single
area performs best shifts slightly toward smaller uncertainties for
larger contingency sizes (see Fig. 13). Both trends can be related
to the generally higher lost loads caused by the simultaneous
fault of multiple lines while the network utilization remains
unchanged. The performance loss of the N-1 criterion shows
only a small dependency on o, because its network utilization
is so low that even most simultaneous faults do not cause
significant lost load.

B. German Transmission Network

The methodology is also tested on the German transmission
network (see Fig. 14), as provided by the SciGRID project [43],
to demonstrate its scalability. Loads and generators are taken
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of an event centered at line 396-410.
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Lostload P}L°S‘ caused by single line faults in the German transmission
network, indicated by the color coding. The red shaded area indicates the location

from snapshots provided by the PyPSA toolbox [44], however,
loads are scaled up to a total load of 87 GW for a network
utilization of 100%. The network, reduced to the high and extra
high voltage level, consists of 489 buses, 441 generators and 825

lines.

The color coding of each line A in Fig. 14 indicates the lost
load P/ caused in the network when this line is lost. The lost
load caused by the simultaneous fault of two lines is calculated
as well but not shown here in this article.

An event centered at line 396-410 is chosen, as this is one
of the worst cases (location indicated in Fig. 14). Similar to
the IEEE 30-bus test network, the dominating contingency size
increases with increasing wind speed and storm radius, however,

lines.

larger contingencies are already dominating at lower radii (see
Fig. 15). This is due to the much higher density of buses and
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TABLE II N-K | Wpre | Wpost best performing action
NETWORK UTILIZATION OF THE GERMAN TRANSMISSION NETWORK
1] 1 1 B 3
1 1 E— |
Action | N-1 1-1 Isolating single area Islanding - =
1] 2 1 E|
10 20 2 (I —— 5
U (%) | 67.5 | 98.2 98.8 92.7 | 86.3 - -
1] 1 2 B 3
1 2 I 5
1 I I I I
TABLE IIT 0 50 100 150 200
MODIFICATIONS TO IEEE 30-BUS TEST NETWORK uncertainty (km)
@ 1-1 criterion @ area
Bus Gen. Load Bus Gen. Load O islanding (10) O islanding (20)
MW) | (MW) MW) | (MW)
1 R 36.0 16 52.8 12.3 Fig. 17.  Visualization of a look-up table for the German transmission network,
P : 18.9 17 R 50.4 giving the best performing action for each uncertainty range.
3 - 0.1 18 - 34.7
4 287.2 31.6 19 - 9.2 . . . .
p i 70.0 0 | s25 148 utilization of only 1.8% and 1.2%, respectively. Creating 20
6 | 2810 | 625 21 B 19.8 islands reduces network utilization more (13.7%) than creating
7 - 54.3 22 - 67.2 10 islands (7.3%), because with increasing number of islands,
8 - 439 23 | 730 | 432 some islands do not have sufficient generation to supply all their
9 - 287 || 24 - 69.4 loads.
10 j 502 25 | 463 ) 257 Having determined fault probabilities and lost load for all
11 | 2458 | 762 26 | 218.7 1.0 . . .
s 769 57 30 preventive actions, the performance loss of each action can be as-
3 ] s16 || 28 i . sessed based on (14) and similarly to the analysis in Section ITI-A
14 . 74.8 29 | 725 | 946 (see Fig. 16). As expected, the performance loss of the N-1
15 - 64.5 30 - 90.6 criterion shows no dependency on o for N-1 contingencies and

The preventive actions considered are applying the 1-1 crite-
rion to line 396-410, isolating a single area around buses 396 and
410, and islanding. Isolating a single area forms an island of 11
buses. Two different ways of islanding are compared (10 and 20
islands) to demonstrate the effect of island size, although other
numbers of islands could have been chosen as well. Preventive
actions increase the network utilization significantly compared
to the N-1 criterion (see Table II). The N-1 criterion reduces
network utilization by the most (32.5%). Both the 1-1 crite-
rion and isolating a single area lead to a reduction in network

only small dependency on o for N-2 contingencies. However,
there is again for every uncertainty a preventive action that
performs better than the N-1 criterion. The resulting look-up
table, that gives the best-performing preventive action for any
uncertainty, is visualized in Fig. 17. By increasing wp, isolating
a single area becomes preferred over a wider uncertainty range
as it has the highest network utilization. By increasing wpos,
islanding becomes preferred over a wider uncertainty range as it
provides the lowest dependency on o. Again, this look-up table
is specific to the assumed event center. The threshold uncertainty
as well as the order of preventive actions may vary for other event
centers.
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IV. CONCLUSION

This article presented a risk assessment to weather-related
power outages under spatial uncertainty and proposed a
decision-making process that aids network operators on choos-
ing among multiple options the best-performing preventive ac-
tion to improve power grid resilience.

A novel uncertainty-driven quantification of performance
loss was presented, assessing preventive actions based on two
aspects: First, the preevent impact of preventive actions and
any reductions in network utilization after applying the action.
Second, the postevent reduction of the impact of individual or
simultaneous line outages after applying a preventive action.
Weighting factors were introduced to reflect the different influ-
ence of pre- and postevent impact on the decision-making, and
tune the tradeoff between those.

The methodology was demonstrated using three different
preventive actions, namely requiring the traditional N-1 criterion
only for a single line (1-1 criterion), isolating a single area, and
sectionalizing the entire network into multiple islands. These ac-
tions were compared to the traditional N-1 criterion. Simulation
results obtained from the IEEE 30-bus test network and a model
of the German transmission network showed that the decision-
making methodology effectively ranks the available actions for
every level of spatial uncertainty, considers pre- and postevent
performance loss incurred by the actions as well as individual
weighting factors, and provides insights into the generalized, un-
derlying principles of how preventive actions improve resilience.
The methodology could be split into three stages, allowing for
the computationally expensive calculation of lost load for differ-
ent event outcomes to be performed offline. The decision, which
needs to consider quickly evolving and changing conditions,
can be made online in real-time. Simple look-up tables, which
propose a best-performing action, were presented, but it was dis-
cussed how the proposed performance loss may also be used to
generate training data for more comprehensive machine learning
algorithms, such as decision trees or support vector machines.
Performance loss may also be used as an objective function
in a formal optimization problem, which identifies the action
that minimizes performance loss subject to uncertainty. While
there would no longer be a need for look-up tables, solving the
optimization problem still requires risk-based and uncertainty-
dependent quantification of pre- and postevent performance loss
as proposed by this methodology. The results therefore assist
network operators in shifting from cost-intensive deterministic
reliability criteria, e.g., the traditional N-1 criterion, toward
a more optimal probabilistic approach, preventing cascading
failures, and improving power grid resilience. Future work of the
authors will look into evaluating the practicality and improving
the effectiveness of the methodology using historical data.
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